asco Cisco Umbrella

Cisco Umbrella Education Package

Umbrella provides the first line of defense against threats on the internet for users on and off the network
by blocking requests to malicious destinations (domains, IPs, URLSs) before a connection is established. All
packages are cloud delivered with no hardware to install or software to maintain. The Umbrella network
provides 100% business uptime with 27+ datacenters around the world.

Umbrella PaCkage Com Pa rison Professional Education Insights

best for small exclusively for best for mid-sized
companies schools and colleges companies

Introducing the new EDU Package

. . by # of faculty & staff users *by # of faculty & staff users
Llcensmg by number of ALL users no charge for students and a fraction of students

Reduce Protect any device on-network and Windows, Mac OSX, and v v v
risk supervised iOS devices on and off-network

Prevent malware, phishing, and C2 callbacks over any port

Stop acceptable use violations (90+ content categories)

SafeSearch for Google, Bing, and YouTube

Enforce Network or network device (including VLAN or SSID) granularity
policies
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Roaming computer granularity

AD group membership and internal subnet granularity

DNS-layer visibility and control and IP responses per security
and content settings
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Proxy risky domains with customizable URL blocking and file
inspection with AMP and AV

IP-layer enforcement for C2 callbacks that bypass DNS

Granular customizable block pages and bypass options

Visibility Real-time, enterprise-wide activity search and scheduled reports
reports

Attribution by external IP
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Attribution by roaming computer and/or internal IP

Attribution by Active Directory user or computer

|dentify targeted attacks with local vs. global activity report

Cloud & loT usage report shows risks on over 1800 services
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Integrations Deployment: Cisco - ISR, AnyConnect, WLAN Controller. v
Partner - Aruba, Cradlepoint, Aerohive, etc.
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Log retention: Customer or Cisco-managed AWS S3 bucket

Add-ons Support Options - all packages include online & email support umbrella.cisco.com/support/options

Multi-Org Console - centralized mgmt. of decentralized orgs. N/A S0 option purchased separately

* When purchasing the Insights package, licensing is based on the number of faculty and staff plus a percentage of the student count. For K-12: 1/10th of total student count. For higher education: 1/5th
of total student count.
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